ANTIMALWARE COMPARISIO

I0Obit Security 360,-8quared, Advanced System Protector, Spyware Terminator, Windows Deferzd@i$/ware
Free, Spybot Search&Destroy, Malwarebytes' Aifialware, SUPERANtiSpyware;Adare Free and Spyware Doctor

Marek
14.10.2009




October 2009

TEST METHOD

The test contains three parts:

First part:Scanning speed , resource usage and detection rate
| scanned malware sample s (12068 pieces) with installed anti  -malware program. | tested anti -malware program scanning speed, average
CPU and memory usage and detection rate. All programs tested were up to date including signature databases.

Second partLive malware detection
| tested anti -malware program  scanning speed and removal ability in  highly infected Virtual PC.  Programs were tested one by o ne. After

testing was completed, Virtual Machine was reverted back to infected snapshot . Live malware was tested using program & smart or quick
scanning and full scanning capabilities. Level of infection on this computer is unknown. Comparison will be base d only on how effectively
software can detect an infection. All tested programs were updated including signature database . After update was completed | turned off
network card and started scanning infected Virtual PC with anti -malware program.

Third part: Malware prevention

| tested anti -malware program prevention abilities , scanning speed and  if needed , removal ability in clean Virtual PC against 14 malicious
.exe files . Programs were tested one by one. After testing was completed, Virtual Machine was rev erted back to clean snapshot. Malware
wast ested using programbs prevent i.offfreeaversibn didcnatn nhavegreak-t@me arbtéclion then ¢ ised shareware
version to see if paying for extra protection is worth it. Most of the used malwa re types are riskware (rogue anti  -viruses) and Trojans.  All
programs tested were up to date including signature databases.

SYSTEM CONFIGURATION

Host Computer Test Environment

OS: Windows 7 Ultimate 64  -bit VMware Workstation 6. 5.3
CPU: Intel Quad 2 Core Q6600 @ 3000 MHz Windows XP Professional SP 3
RAM: 4.00 GB @ 980 MHz RAM: 1024MB

HDD: Seagate 500GB 7200rpm
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PART ONETEST SAMPLES

| performed the test with total 12068 samples. Malware samples did not contain any duplicate files. Samples consist of  Rootkits, File viruses,
Trojans, Polymorphic viruses, Script viruses, Spyware, Spybots, Password stealers, Keyloggers, Adware, Riskware (Rogue AV etc), Hacktools, Backdoors,
Joke programs and other malware.

Anti_Mabware_Test Properties

General |5haring Customize

'J |.-'-‘-.nti_M alware_Test |

Type: File Falder
Lacatian: E:h
Size: 348 GB [3,742,831,090 bytes)

Size on dizk:  3.50 GB [3.766,353,920 bytes)
Containg: 12063 Files, 2,137 Folders

Created: Fridaw, October 09, 2009, 11:45:16 Abd
Attributes: [2] Read-only [ Advanced... ]
[ ] Hidden

Used12068 malware samples $ize:3,50GB)




October 2009

PART THREETEST SAMPLES

| performed the test with total 14 samples. Samples consist of Spyware, Adware, Riskware (Rogue AV etc), Backdoors and Trojans

Trojan.Win32.FraudPacfus5.exeMrusTotal
Trojan.Win32.FakePlug@vplus.exel VirusTotal
TrojanSpy.Win32.Zbot(bot(8).exe), VirusTotal
TrojanDownloader.Win32.Phe(poliexe.exey; VirusTotal
Trojan.Win32.FakeSmok@etup(1).exey; VirusTotal
TrojanDownloader.Win32.FraudLoad.fu@getup.exeY; VirusTotal
TrojanDownloader.Win32.CodecPacgkash.exey; VirusTotal
Trojan.Crypt.ZPACK (BAInstall.exey; VirusTotal
TrojanDownloaderWin32/FakeRear{Installl.exey, VirusTotal

10 Riskwae.AdWare.Win32.180Solutions.afhbtools.exe); VirusTotal
11. TrojanDownloader.Win32.Murlo(file(11).exe); VirusTotal

12. Adware Win32 Antivirus2008(install_4887_MHwzNnwxMDAwWMDAWMDAWfHx8fHx8fHw_.exéyusTotal
13. TrojanDropper.Win32.Surldoédinstall_flash_player.exe)VirusTotal
14. TrojanPWS.Win32.LdPincfpinch_youtubehof.net_de.ex&)VirusTotal
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http://www.virustotal.com/analisis/f08f9d7f096cd84ca8c1682446ee9ef00c2ae8db0f51165746b668d08d3cff9c-1255269600
http://www.virustotal.com/analisis/273ec1643a3f0f3f5d93ae41a1354b56c19a03e837a9e784e524f2988d44ba28-1254918488
http://www.virustotal.com/analisis/5f50cc018d41b7b4b3984286f5b0e1c9b538cc28ff4b83196092f1f68ecb142d-1255158011
http://www.virustotal.com/analisis/bbf95eff5b607643fd0d259015ec4cc67ff18304d618b11a85afd37996eb6811-1255408509
http://www.virustotal.com/analisis/37fd938962f7af9ad39b21e51ae3cd3d99341fdc9e5ec83bc5bcb53942b8dd46-1255383565
http://www.virustotal.com/analisis/69ff6750f0449f51589a16c745bf29022eaeb1eb9e5c777b5b84a5d772704654-1255382374
http://www.virustotal.com/analisis/3a6948afccb1b7b8f5335c7579a2800e2378b2d9ae0234bf8575e649bba5c4b2-1255123195
http://www.virustotal.com/analisis/faf3f04cccae5d82e701dd7b660e11bd2b826f3cee3f040960dcd06871ce4921-1254807429
http://www.virustotal.com/analisis/b5d14d3399c7deb066b143575ad630bc2a6b5f106053b4bcfd1ed40137294a02-1254951416
http://www.virustotal.com/analisis/6c7f838debd435f766922fffce8cddb3d3d5d251bed243e915b42c8d1234ed0d-1239190270
http://www.virustotal.com/analisis/4942b4c5f931feca369f502097e3e9b8605a9d45aa24a5aafe1a6afe0c3eee02-1255096010
http://www.virustotal.com/analisis/7960c66decc281c96de12c94a75f2f50e641d6639e8efa06330742613ab744fc-1240374557
http://www.virustotal.com/analisis/a501ecd7e6e78ead459d8e194140456e71421a8948ce80305d4f92728414ac56-1255142281
http://www.virustotal.com/analisis/d9ecc6f6d8933f36010867d8b587c0549236da45e2c0b8ee85db5219ab1f1bd7-1254615572

PART ONERESULTS

Anti-Malware Sofware Threats Threats Time Detection CPU  Memory
Missed Found Elapsed Rate Usage Usage (MB)

IObit Security 36C 8650 3418 28.3% 21.4% 98

1.0.1.30 1226 -
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Software Database Free
Version Version Removal

Malwarebytes AnttMalware Free 8998 3070 00:31:37 25.4% _

1.41 2945

SUPERANti Spyware Fr 10124 1944 00:20:21 16.1% 65.2% 144

4.29.1002 4144/2075

Ad-Aware Free 9354 2714 00:28:32 22.5% 66.5% 72

8.0.8 149.0069

Spyware DoctoFree 9449 2619 00:14:58 21.7% 44.8% 62

6.1.0.448 6.13%6

Spybot- Search & Destrog 00:18:36_ 81

1.6.2.46  07/10/2009

1-2-3 SpyWare Fre. 6598 5470 00:12:59 45.3% 62.6%| 157

Spyware Terminatol 9365 2703 - 22.4% _

2.6.1.239 3.010.012.00

1.1.1593.0 1.67.698.0

Windows Deénder 67
Advanced System Protectdfree 8393 3675 30.5% - 75

2.0.323.197¢ 257

a-squared Fre 01:22:58

45.0.11  12/10/2009

YES
 YES
 YES
L
~ YES
4.8 12/10/2009 [ONESH
C YES
 YES
 YES
[vesy
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Detection Rate (higher is better)

B Threats Found W Threats Missed
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90%
B0%
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[Obit Security Malwarebytes SUPERARt Ad-Aware Spyware Spybot - 1-2-3 Spyware Windows Advanced g-squared
360 Anti-Malware Spyware Free Free Doctor Search &  SpyWare Free Terminator Defender System Free
Destroy Protector
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Time Elapsed (lower is better)

B Time Elapsed

02:52:48

02:24:00

01:55:12

01:26:24

00:57:36

00:28:48 I I

00-00-00 - . . l . . . . . . . . | . . - .

[Obit Security Malwarebytes SUPERART Ad-Aware Spyware Spybot - 1-2-3 Spyware Windows Advanced a-squared
360 Anti-Malware Spyware Free Free Doctor Search&  SpyWare Free Terminator Defender System Free
Destroy Protector
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CPU Usage (lower is better)

B CPU Usage
100.0%
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ﬂ.ﬂ% 1 1 T 1 1 1 T 1 1 1 1
[Obit Security Malwarebytes SUPERART Ad-Aware Spyware Spybot - 1-2-3 Spyware Windows Advanced a-squared
360 Anti-Malware Spyware Free Free Doctor Search & SpyWare Free Terminator Defender System Free
Destroy Protector
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|Obit Security Malwarebytes SUPERANt

360

Anti-Malware Spyware Free

Ad-Aware
Free

Spyware
Doctor

Spybot - 1-2-3 Spyware
Search & SpyWare Free Terminator
Destroy

Windows
Defender

Advanced
System
Protector

a-squared
Free



PART TWORESULTS

Smart Full Time Elapsed Time Elapsec
Scan Scan (Smart Scan) (Full Scan)

IObit Security 36C 192 206 00:04:11 00:08:43 1.0.1.30

Software Database

Anti-Malware Software

Version Version

Malwarebytes AntiMalwareFree 197 384 00:03:37 00:09:50 1.41 2951

SUPERAnNti Spyware Fr 148 219 00:04:54 00:11:31 4.29.1002 4160/2085

Ad-Aware Free 119 195 | 00:00:33 = 00:08:29 8.0.8 149.0068
Spyware Doctor Fre{ 916 944 00:00:58  00:09:00  6.1.0.448  6.1346
Spybot- Search & Destiy - 170 - 00:20:51 1.6.2.46 13/10/2009

123 SpywWare Frer - |26 -  00:0554 48 13/10/2009

Spyware Terminator 99 102

2.6.1.239 3.010.013.00

Windows Defender’ @ 21 00:04:39 | 00:28:51 1.1.1593.0 1.67.698.0

Advanced SysterRrotector Fre_ 00:06:20 _2.0.323.1979 257

a-squared Free 279 m 00:11:15 45.0.11  13/10/2009

NOTES

1 1 had to manually update Malwarebytes AMalware, AdAware Free and SUPERANtiSpyware Free signatures.
1 Spybot S&D antl-2-3 SpyWare Free did not Ysaquick/smart scaroption.
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Detection Rate (higher is better)

B FullScan M Smart Scan
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[Obit Security Malwarebytes SUPERART Ad-Aware Spyware Spybot - 1-2-3 Spyware Windows Advanced a-squared
360 Anti-Malware Spyware Free Free Doctor Search & SpyWare Free Terminator Defender System Free
Destroy Protector
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Time Elapsed (lower is better)

B Time Elapsed (Full Scan) B Time Elapsed (Smart Scan)

00:26:00
00-28:48
00:21:36
00:14:24
00:07:12
000000
Obit Security Malwarebytes SUPERANL Ad-Aware Spyware Spybot - 1-2-3 Spyware Windows Advanced g-squared
360 Anti-Malware Spyware Free Free Doctor Search & SpyWare Free Terminator Defender System Free
Destroy Protector
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PART THREE: RESULTS

Threats Threats Detection Full Time Software Database Free Free

Anti-Malware Software

Prevented Missed Rate Scan Elapsed Version Version  Software Removal
|Obit Secuity 360 7 7 50.00% (020 00:08:23 1.0.2.2 1229
Malwarebytes AntiMalware Pro_ 00:07:57 1.41 2951
SUPERANti Spyware P 6 8 42.86% |89 00:09:07 4.29.1002  4165/2088
Ad-Aware Free 5 9 35.71% [128 00:08:04  8.0.8 149.7
Spyware Doctor Frel 3 11 21.43% [N868Y 00.08:58 6.1.0.448  6.1346
Spybot- Search & Destro 3 11 21.43% _ 1.6.2.46  14/10/2009 _\

123SpyWareFrel 2 12 14.20% (W48 00:05:38 48 131072009 IVESENNVESH
Spyware Terminatof (A8 7:14% (NSI 00:05:00 2.6.1.239 3.010.013.00(VESEVES
Windows Defendet 5 9 35.71% [ 00:16:48 1.1.1593.0 1.67.698.0 NNVESHVESY

Advanced System Protector P g 35.71% - 00:07:57 2.0.323.197¢ 257

a-squared AntiMalware i 00:11:47 45.0.11  14/10/2009

NOTES

1 Spyware Doctor free version only detects malware, but has no removal capabilities.
1 Advanced System Protector has limited r8ade protection (only warns user)
i a-squared AntiMalwareblockedall malwaresamplesand Malwarebytes ArMialware Pro missed only one sampilet both are not free.

13
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Threats Prevented (higher is better)

B Threats Prevented B Threats Missed

100%
o0%
B0%
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[Obit Security Malwarebytes  SUPERANt Ad-Aware Spyware Spybot - 1-2-3 Spyware Windows Advanced g-squared
360 Anti-Malware Spyware Pro Free Doctor Search & SpyWare Free Terminator Defender System Anti-Malware
Pro Destroy Protector Pro

14
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||||||I| 1

|Obit Security Malwarebytes  SUPERARt

360

Anti-Malware Spyware Pro
Pro

Ad-Aware
Free

Spyware
Doctor

Spybot - 1-2-3 Spyware
Search & SpyWare Free Terminator
Destroy

15

Windows
Defender

Advanced
System
Protector Pro

g-squared
Anti-Malware
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CONCLUSION

|ODbit Security 360

Has simple and easy to use user interface, does nomesgy resourceshasgood detection rate, very fast scanning speed, small updated,goodreal
time protection buthasno automatic updatesin Prevention test (panwo) 10bit Smart Security 360 removed almost all malware from memory, left only
Riskvare.AdWare.Win32.180Solutioms memory.

Malwarebytes' AntiMalware Free
Has VERY simple and easy tousser interface, it does not use much resources, very good detection rate, very fast scanninggsiteesinall updates and
AlQa @GSNB Slrae (2 Ayadlft aodiprotettign. y2 Fdzi2YlFGAO dzLJRFGS&a YR y2 NBIf

Spyware Doctor
User interface is simple butiio @SNE 3J22RI R2Say Qi dzaS YdzOK NEBtiie pzetiSnsbit freé bedisiordnaenR cle@rfing S O A 2
capabilities.

SUPERANtiSpyware Free

Has very simple and easy to use user interface, very fast scanning speed, easy to instdimrsion does not have any raahe protection. In part two
{'{ €©SFl YlIye& NR3IdzS GLINBINIYa¢é Ay YSY2NER YR Ay LINB@GSyldAizy (Said Ad RAR

Ad-Aware Free
User interface is good and easy to use but maybe too simple, has good scapeadyand limited redime protection,average resource usadmit not
very good detectionratd. Yy & G F f £t SNJ Aa @GSNEB o6A3 FyR atz2¢ odzi A0Qa Slaeo

1-2-3 SpyWare Free

Has one of the worst user interfacehdve ever seenDetection rate is not good too. Prognais simple to use but not great and if you want to have

Fdzi2 Y GAO dzZlJRF G864 G(KSy &2dz YySSR G2 Ayadlft -23 Spydad Fode Nds reiihk frotectionRfasy QG £ A |
scanning speed, easy to install and averageusse usage. | was very surprised tha2-3 SpyWare Free found so many samples in first test but it failed all

other tests (part two and three)

16
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A-Squared Free

Has VERY simple and easy to use user intertzasy to install and VERY good detection rate flee version does not have retine protection and
scanning speed is slow-sfjuared blocked all malware samples in part three and in part two it removed all infected objects in mirstaer is very big
0 dzii A G Q & ingidll Aigguated updtes its database very often

Advanced System Protector

l'Fa 3I22R dzaSNJ AYGSNFI OS FyR A0Qa SI aeé itdods ndzéise much 2spuRcesk Bed G Biorddeg noNtdave S =
reaktime protection. ASP found many infectethjects but most of them was adware and it left many rogue programs in mergostupdate was very
slow and program startup time is very slow.

Spyware Terminator

Has good user interface, VERY fast scanning speed, does not use much resosr¢d®Shad reattime protection if user wants then he can enable
antivirus protection (uses ClamWin AV engirg)yware Terminatonas many features such as immunizer and privacy efasef Tdetection rate is not
goodat all.

Windows Defender

Tl

Has VERY simpleeudnterface, reali A YS LINRP G SOGA2Y YR A0Qa OSNER Slaeé G2 dz&aS odzi RSGSOGAZ2

VERlow.

Spybot- Search&Destroy

' ASNBR AYUSNFIOS Aa aAYLIS IyR S| ae dsaverdne Setectidairatel réaé profe&idiEand2HiRE But Spgoat | vy R

resource usage is not very good and it uses very old scanning engine that is not very effective (scans only known nzdiaresle Realtime protection
module (Tealimer) used much CPuhd memory and slowed down Virtual PC.
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PART ONE RESULFSCREENSHOTS

i Ad-Aware

Ad-Aware® Free

e {f:u.rf{'r-'f‘-uurfﬂ:-;y r_‘rrlé'ZJ};;; ¥ Scan AdWatch Extras

Scan Scheduler Quarantine lgnore List
9
| Scan Results . Settings
Scan Mode: Context menu scan Objects Scanned: 74043
Scan Time: 00 @ 28 : 32 Objects Detected: 3714
Family Category Quantity  TAl Action
HTWLExplait.Agent Explait 1 10 Recommendead - -..| &
! HTWLExplaitESlice Explait 1 10 Recommendead - 3| -
i
1 Hotbar Adware 7 3 Recommendad - |
1 MyWebSearch Potertia\\ Programz 3 Recommended - - |
1 Wherl Misc 1 3 Recommended - |
1 WhenlSaveNow Misc 1 4 Recommendad - |
|
4  Win3ZAd\nternet Adware 1 & Recommended - - |
WiniZAdwareAdvedia  Adware 13 10 Recommended - 3|
b
[[] set System Restore Point @ Why does Lavasoft recommend this action?
Perform Actions Now

18
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Obit | =

Security 360 S @ o

+1.01 Quarantine Update  Setting

EIII 5 J Reports
— The scan completed. Wiew the detailed results below,

Overview
Mame Twpe Description

mTrujan.Drupper File E:lAnki_Malware_Testiml96l22, 08, 200915, exe
qurm.AutuRun File E:Ank_Malware_Testiml96122, 08, 200950, exe
mTrujan.Frethug File E:lAnki_Malware_Testiml96lz2,08, 2009151 la.exe
mWnrm.Magania File E:Ank_Malware_Testiml96122,08, 200Ma1 .exe
mTrujan.Agent File E:\anti_Mahware_Testiml96122.08, 2009 aapil).exe

@Misleading.WinduwsPr... File E:\anti_Malware_Testiml98h22, 058, 2009 Activate. ..
@Misleading.lnstaller File E:\anti_Malware_Testimloel22, 058, 2009 Activate. ..
mMisleading.WinduwsPr... File E:Ank_Malware_Testiml96l 22,08, 2009 Activate, ..
mMisleading.WinduwsPr... File E:lAnki_Malware_Testiml96)22,08, 20091 Activate, ..
mﬁpyware.ﬂnlineﬁames File E:lAnk_Malware_Testiml96122,08, 2009 app. exe

mMisleading.Installer File E:lAnk_Malware_Testiml96l22,08, 2009 avplus, exe
Ijl ITII::..—I.-.—lnm. [« FY Fil= F:hmb Mshazra TacHieal02h 22 02 20004 - 20727

Protection

24158 threats detected Time Elapsed: 00:07:12
Ohijects Scanned: 12059

Save a Report Remove Firizh

Reqgister Online Support

19
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EMSI
SOFTWARE

2 i _f Security Status
Scan PC

F % © | Quarantine

2 Logs

r £ Configuration

2009 Emsi Software GmbH

Language | English (English) |E| s Online Update - &) Help -

Scan PC

A-SQUARED Free

Processes scanned: 0 | Traces scanned: 0 | Objects detected: 11913
Files scanned: a7azo | Cookies scanned: 1]
Scanning: Scan finished!
Diagnosis | Details
Wiew all detected locations. .. ~
Trojan.Win32.Pincav!IK 1 Files - high risk B
Wiew all detected locations. ..
PZP-Worm.Win3Z2.PalevollK 1 Files - high risk
Wiew all detected locations. ..
Trojan.BAT.Downloader.GIEK 1 Files - high risk
Wiew all detected locations. ..
Riskware.FraudTool. Win32.AdvancedAntivirus!l] files - low risk
Wiew all detected locations. ..
Trojan.Killay!IK 1 Files - high risk i

suspeck files have been detected during the scan.

Cuarantine selected objects

Mew scan

Delete

ch

(=]

d ohjects

Powered by a-squared and Ikarus scanning technology
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Advanced System Protector

Scan Status Quarantine Shield

Scan Result ! 1} 7]
—— Last Scan Results </ =

Scan Summary Juarankine
Quarantine List Clean the Spywares identified during last scan
Logs Threats {Right click on the Spyware name to view more options)

. Fy
Ignore List [#- Files/Directories —

& Mediurn Trojan-Downloader.Keenval.g { 1 Infections)
— . & Trojan Downloader is any malevolent application that is designed to salva...

Files)Directories

=] Mediurm Trojan-Downloader.Keenval.m { 1 Infections)
— . & Trojan Downloader is any malewvolent applicakion that is designed to salva. ..

Files/Directories

=] Mediurn Trojan-Downloader.Passalert.i { 1 Infections)
. & Trojan Downloader is any malewvolent application that is designed to salva...

Need PC Support? Files)Directories

=[] Mediurn Trojan-Downloader.IstBar.er { 1 Infections)
— . & Trojan Downloader is any malevolent applicakion that is designed to salva. ..

Files/Directories

call [1_3;?_93“_3131]_ &7 Mediurn Trujan—DuwnlluadE.r.SmaII.hez {1 Infe

ctions) K.

Microsoft

l GOLD CERTIFIED ' Pending: 3675 Infections []create Restore Point Clean Selected »
Partry

Version: 2.0.323.1979 Database Version: 257 Scan and Clean is FREE
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